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PYMNTS.com
4 SECTIONS TODAY'S NEWS RETAIL B2B OPIN

INION STUDIES TRACKERS® PODCASTS PYMNTS TV TOPICS

SECURITY & FRAUD

The Canadian
Data Breach Impacts 4.2M Members Of . . .
Canadian Cooperative COOperahve DeSjCIrdInS
| Group has revealed that
a data breach
impacted all its 4.2
million members.

swm=. Data Breach Impacts 4.2M Canadian Co-op Members © ~»
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Cyber Security News Trends

Millions of personal data compromised in -
the first half of 2019: Top level government The JFC Credit

agency hacked Cooperative was
st o breached of more
S::&:::f:i;i:;“:VZ::“::;:ZEZ“;:x;: Slad 1Hcin 7,000 records of
employees
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‘A8 In 2018, the National Privacy Commission ordered Jollibee to stop its delivery service due to possible data
leakage, until now, the service is still down. Early this year, the JFC Credit Cooperative was breached with

more than 7,000 records of employees that include scanned company and government IDs.
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PERSONAL BUSINESS MORTGAGE MEMBER RESOURCES

Equifax experienced a

significant data breach in

one of their web application

programs, exposing the

| personal information of

L 1 cheering o 2 31 some U.S. consumers,

JALICIAY including confidential
el personal data like Social

Security numbers

NEWS: EQUIFAX DATA BREACH INFORMATION

As you may have heard, Equifax experienced a significant data breach in one of their web application programs, exposing the personal information of some U.S. consumers, including confidential persona
data like Social Security numbers.
NATIONAL
PRIVACY

COMMISSION



Cyber Security News Trends

CO-OPERATIVE BANKS- A CYBERSECURITY
DISASTER WAITING TO HAPPEN

CYBERSECURITY LATEST NEWS
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In late 2018, Cosmos Bank, India’s second largest co-operative bank, bore the brunt
of weak cybersecurity measures, when hackers siphoned off over Rs. 94 crore

PRIVACY

through a malware attack on one of its servers.



THE SECURITY LANDSCAPE

Things that are
vulnerable through

Information ICT “Cyber”

Dlgltal gnalﬂg PEFSGI"‘IEI' II"'IfCi Info ) Thlr'lgsclthEr

Information Infor matu:}n than information
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2012 legislation

Data Privacy - Cyber Crime
Act Prevention
; Act
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The Data F ct of 2012

f
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ivacy

Data
Privacy
Principles

Uphold

Rights of
Data
Subjects
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24

| changed all my passwords to “incorrect”.

M

SBHEON! FIGUREDOUT, My PASSWOIIII

v"r "

NOW | HAVE TO RENAME MY, DG

o A VS TOGRTOIIN
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Security Measures Personal Data

Organizational Confidentiality
Physical Integrity
Technical Availability

-against any accidental or unlawful destruction,
alteration, and disclosure, as well as against any
other unlawful processing
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Appropriate level
of Security Controls

Consider the following:

Nature of personal data

Current data privacy

Size of the best practices

organization

Cost of security

Complexity of the implementation

organization’s
operation

Risks in processing
personal data
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Organizational
Security
Measures
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RULE #1

Commit to Comply:
Appoint a Data Protection
Officer (DPO).

Personal information controllers and personal information
processors are required to appoint or designate a data protection
officer or compliance officer. DPOs will be accountable for ensuring
compliance with applicable laws and regulations relating to data
protection and privacy.

Data Protection
Officers (DPO)

NPC

GCERT

The Cybersecurity Officers (CYSO)
shall create an organization
headed by the chairman to be
elected among member agencies.
The chairman shall report to DICT
on a regular basis.

Cyber Security
Officers (CySO)

DICT

s CISOS

CHIEF INFORMATION
SECURITY OFFICER

Chief Information
Security Officers
(CISO)
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PROCEDURE RECORDS MANAGEMENT
OPERATIONS MANUAL
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PROCEDURE
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Information Security Audit

CONTROLS

Conduct of regular Information Security Audit
METHODS PROCEDURES will improve Governance and management of
| your system.

Provide better understanding of information and

A U D l T the system where the information resides.
% e Improve Governance over all system data.
RIgKS o PLANS The key word is UNDERSTANDING.

FACTS “"Managing the unknown will lead to less than optimal data

CAPITAL quality.”

8 prvacy PERIODIC INFORMATION SECURITY AUDITS
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Cyber Threat Intelligence and Collaboration

Figure 1. Information Security Risk Management Framework

BSP INFORMATION SECURITY RISK
MANAGEMENT FRAMEWORK

Foreword

OIntrodu(tion ASSEt management
OScope .
ONormative references — O pe ratlons

OTerms and definitions 0
security

L YStructure of this standard
Bibliography

Access control

Information

security policies @ Cryptography (16

Information security

o Ofganization Of 0 Physical and | Communlcations incident management
information security security —

LGSupplter relationships

environmental

- Information security
0 security s
Flumanresources | ———— /<
security 0Systems acquisition, development
and maintenance

Q .
Compliance

ISO/IEC 27002
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NON-DISCLOSURE
AGREEMENTS

ACCEPTABLE USE POLICY

8 POLICIES, THIRD-PARTY AGREEMENTS O
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ANNOUNCEMENT

! st Cigtal Data Cavernarce Conlerance

procram Certification
' ~ Exam

“June 14, 26
July 3, 5,10, 12

@
® Reserve your
o

FOR GUESTIONS CALL \ 234-2228 loc. 34

N
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Q) narona MANAGEMENT OF HUMAN RESOURCES
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RISK ASSESSMENTS

RULE #2

Information
Analysis
& Planning

Information Vulnerability
Gathering Detection

WEL

VULNERABILITY ASSESSMENTS &
PENETRATION TESTING WORK FLOW

Know Your Risks:

Conduct a Privacy Impact
Assessment (PIA).

A Privacy Impact Assessment (PIA) is a process

undertaken and used by a government agency to

evaluate and manage the impact of its program,
process and/or measure on data privacy.

NOILLY Y13

Result Privilege
Analysis Escalation

Cleanup Reporting

Vulnerability
Assessments and
Penetration

Testing O
Privacy Impact Assessment
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BREACH MANAGEMENT

Hybrid Cloud Backup Overview

Database %]
Datto
Appliance
(Physical
orVirtuall TRANSFER via
Applications

O —r'ﬂl]:—- tﬂlHi_'

SSL VPN RECOVERY

.l ' Datto Cloud

Email

Fropare An 5I-.:1:

Cantain Remove Recover

oA Screenshot
File Systems Backup
Verification

Disaster Recovery Incident Response

O
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BETTER CONFIRM MY ADﬁHESS AND SOCIAL

SECURITY NUMBER LIKE THEY ASKED O
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EDUCATION SOCIAL
ERING

Visual elements
mimicking BPI
Express Online
site, but are not
legitimate BPI
domains.

How it's done

Pretexting

2 Acquiring information
from the user through
alie

¢ Asocial secunty
number for
identification

o Similar to "security
questions”

Fill-out form
asking for
account details

O

NATIONAL
PRIVACY
COMMISSION

Pretexting
Phishing



-

Phlshmg Attack'

l"w

| f L., : F
k ﬂ
},!

-

NNNNNNNN
PPPPPPP
OOOOOOOOOO



EDUCATION SOCIAL
ERING

Hey, look! A free USB drive!
I wonder what is on this confidential CD which I
found in the bathroom?

These are vectors for malware!

Play on vyour curiousity or desnre to get
something for nothing : '

Don’t be a piggy!

Quid Pro Quo O
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Technical
Security
Measures
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DATA PORTABILITY

Download your data

' Drive All files
Agooiint Rettings Microsoft Powerpoint and 3 other formats

Files and folders
® |nclude all files and folders in Drive
vinid Select files and folders

4 folders selected.

P

[ e w—— File formats

LV AT Documents Microsoft Word

ELE TE reglindhy |LH:] Drawings JPEG Image

Presentations  Microsoft Powerpoint

Spreadsheets = Microsoft Excel

)
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O CIRCLES.LIFE

My Orders

Choose a number

KEEP YOUR NUMBER

ILITY

Go back

GET NEW NUMBER

Items: SIM Card
Order: #000001493185904070

Address: Henderson Rd, 221, 06-02, Singapore
159557

Delivery Date: 28 Apr - Friday, 9am-1pm
Porting Date: 1 business day after you receive
your SIM card

Change address/date ] [ Cancel Port-in

You can cancel port-in before Monday, 01 May,
07:30am.

® Order placed
® NRIC/ID approved

@ Preparing for shipment

Your current POST-PAID number

98888263

Get +2 GB /mo if you port over @

Your current telco

ingte % StarHub

By proceeding with the port-in proce
NOT A PREPAID NUMBER and is reg

ss, you confirm that this number is
istered under your own NRIC/ID.

How can | keep my number? O
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PSEUDONYMIZATION,
DE-IDENTIFICATION, ANONYMIZATION

|Name | Token/Pseudonym | Anonymized |
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Network Segmentation
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IDENTITY & ACCESS

ANAGEMENT

IAM service components

AUTHENTICATION:
SERVICES

m Single sign-on
m Multifactor
authentication " Governance

m Session and token Framework
management - —

Reporting &
Analytics /

USER MANAGEMENT-
SERVICES

® Provisioning

= Deprovisioning
= Self-service

® Delegation

*AUTHORIZATION
SERVICES

= Roles
m Rules

m Attributes
(e.g., metadata)

m Privileged access

Identity store
Directory federation

Metadata
synchronization

m Virtual directory

O
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CCESS CONTROL

* A user can execute an operation only if there is a role assigned to the subject.
* Identification and authentication are not considered operations.
* All user activities are carried out through operations.

Environment
Conditions

v Attribute Based
P %" "o Access Control
User Permission .° Mechanishm

assignment assignment - : : :
B . | Policy Desicion Point

Policy Enforcement
Point

Resource Object

Privileges 7 4 Subject Subject Attributes Aetiibutes

user_roles session_roles

Access Control Rules

RBAC ABAC
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DATA VALIDATION & AUTOMATED
DELETION ROUTINES

Fie | Folder | Options | About |
Generate Hash
C:\Users\raymond\Deskiop\setup exe [ Bowse |
V| B8F08727 | CopyCRC32 |
/| 9FICAACTF0784DCDG0A3618CB298B1FB | CopyMD5 | 8y Keep for 18 months

DOC66568493F9FF2E 1EE4A2039A704CDFI95A4DD Copy SHA-1 then delete automatically
966D2ACA7139F7FADDD8124F7126B0281302F3CB0678A9EA46 7FBIB7CFACS3CY Copy SHA-256

| B9B09410724340585F96F20C5B5E2728A190B310913D0F 1ECOFBDFIBD723607E3A3E | Copy SHA-384 | Keep for 3 months

7| 80113C1570688508F5F0B4494494FCCCA3D4D273A535D 16 1E7748B4A98C 1BB5ICE67 | Copy SHAS12 | e then delete automatically

Verify Hash with Generated Hash (CRC32. MD5. SHA-1. SHA-256. SHA-384 or SHA-512)
Hash: 966D2ACA7139F7FADDD8124F7126B0281302F3CB0678A9EA467FBI87CFACS3CI

)
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DATA DESTRUCTION & MEDIA
SA TION

Darik’'s Boot and Nuke 2.2.6 (beta)
Options Statistics

Entropy: Linux Kernel (urandom) The data in this hard drive isn't important, so | am

PRNG: Mersenne Twister (Mt19937ar- 2 : .
Mathod: ng?g:git pister an B qoing to leave the default settings, but if your data is
Uerify: Last Pass important, | would recommend you to use the
Rounds: 1 "Gutmann YYips" option.

Wipe Method

Quick Erase syslinux.cfg: nuke="dwipe —- Method gutmann"
- RCMP TSSIT OPS-11 Security Level: High (35 passes)
5 DoD Short
D_BIQEL,LMINATQR' DoD 5228.22-M

> Gutmann HWipe
PRNG Stream

ﬂ This is the method described by Peter Gutmann in the paper entitled
pr— - "> 5

o . "Secure Deletion of Data from Magnetic and Solid-State Memory".

J=Up R=Doun Space=Select

Degaussing Wiping
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Megan Bowen <hMeganBiizoseman org>

e
| < o maktse

GiliSoft

@ Full Disk Encryption

) Office 365

| Local Disks | Removable Disks

Encryption portion:0.0%
eaea
s

If you want to change the password, please complete the
encryption.

Megan Bewen (MeganB@soseman.org) has sent you a protected message.

Read the message

’
»

NATIONAL
PRIVACY
COMMISSION




SSL
@GOGET {y

SSL Certificates

6 https:// www.website.com

@ http:// www.website.com x

m Q Your Secure Site

< C {) & Secure | https://yo

e 5 Your Unprotected Site
& C () | A Not Secure | htps

171 Vi

Your website

Your website
IS not secure!

Is secure!

O
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Thank Yo

kations? Suggest'o?s?

PRIVACY.GOV.PH

facebook.com/privacy.gov.ph
twitter.com/privacyph
iInfo@privacy.gov.ph



