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The Canadian 

cooperative Desjardins 

Group has revealed that 

a data breach 

impacted all its 4.2 

million members.
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The JFC Credit 

Cooperative was 

breached of more 

than 7,000 records of 

employees



Equifax experienced a 
significant data breach in 
one of their web application 
programs, exposing the 
personal information of 
some U.S. consumers, 
including confidential 
personal data like Social 
Security numbers
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THE SECURITY LANDSCAPE 



2012 legislation

Data Privacy 
Act 

Cyber Crime 
Prevention

Act



Security 
Measures

Data 
Privacy 

Principles

The Data Privacy Act of 2012

Uphold

Rights of 
Data 

Subjects





Personal Data

❑ Confidentiality

❑ Integrity

❑ Availability

❑Security Measures
❑Organizational

❑Physical

❑Technical

-against any accidental or unlawful destruction, 

alteration, and disclosure, as well as against any 

other unlawful processing



Consider the following:

Nature of personal data

Risks in processing
personal data

Size of the
organization

Current data privacy 
best practices

Complexity of the 
organization’s 

operation

Cost of security 
implementation





Accountable Officers

for Security



Upskilling

Cyber Security









FRAMEWORKS, STANDARDS







RISK ASSESSMENTS



BREACH MANAGEMENT





EDUCATION ON SOCIAL 

ENGINEERING
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DATA PORTABILITY



DATA PORTABILITY



PSEUDONYMIZATION, 

DE-IDENTIFICATION, ANONYMIZATION



Network Segmentation



Network Security



IDENTITY & ACCESS MANAGEMENT



ACCESS CONTROL

RBAC ABAC



STRONG AUTHENTICATION PRACTICES



DATA VALIDATION & AUTOMATED 

DELETION ROUTINES



DATA DESTRUCTION & MEDIA 

SANITATION



Encryption



SSL Certificate




