
Date: December 11, 2023
RFQ No.: 2023-215

Name of Company:  ______________________________________________________________________
Address: ____________________________________________________________________________________
              ____________________________________________________________________________________
Business Permit No.:  _________________________________________________________________________
TIN: ________________________________________________________________________________________

          Please quote your best offer for the item/s described below, subject to the Terms and Conditions provided

at the dorsal portion of this request for quotation.  Submit your quotation duly signed by you or your duly authorized 

representative not later than  __________________________.

          After having carefully read and accepted the Terms and Conditions, I/we submit our quotation/s for

the item/s as follows:

ITEM DESCRIPTION Quantity (QTY)
Approved Budget for 

the Contract

REMARKS

PURPOSE: TO ENHANCE THE CDA'S WEBSITE AND 
INFORMATION SYSTEM'S SECURITY, PERFORMANCE, 
AND RELIABILITY THROUGH THIS SOLUTION.

₱265,446.72 QTY
Unit 
Price

Total Price Yes No

SUBCRIPTION PROCUREMENT OF DDOS MITIGATION TOOL AND 
CDN FOR ONE (1) YEAR 1 LOT

1. PROJECT TITLE
1.1. SUBCRIPTION PROCUREMENT OF DDOS MITIGATION TOOL AND 
CDN FOR ONE (1) YEAR
2. PROJECT DESCRIPTION

2.1. A DDoS attack is a malicious attempt to overwhelm a target 
server or network with excessive internet traffic, akin to a traffic jam 
on a highway. To combat accessibility and availability issues, Content 
Delivery Networks (CDNs) and DDoS Mitigation Tools are necessary in 
modern technology. CDNs improve speed, safety, and reliability of 
information systems, while DDoS Mitigation ensures uninterrupted 
availability. Signs of a DDoS attack include suspicious traffic patterns 
and unusual spikes in requests. CDNs and DDoS tools offer benefits 
like faster webpage loading, enhanced security, increased availability, 
optimization services, and cost savings through reduced bandwidth 
usage.

2.2. The general objective of this project is to procure a one-year 
subscription to CDA’s Content Delivery Network and Distributed 
Denial-of-Service mitigation tool.
3. SUBSCRIPTION PERIOD
3.1. The subscription of DDOS MITIGATION TOOL and CDN for the 
Cooperative Development Authority shall cover the period of January 
12, 2024 to January 12, 2025.
4. APPROVED BUDGET FOR THE CONTRACT
4.1. The Approved Budget for the Contract is Fifty Thousand Pesos (in 
figure: PHP50,000.00), inclusive of VAT.
5. CDN AND DDOS MITIGATION TOOL REQUIREMENTS
5.1. Account
5.1.1. The CONTRACTOR must provide a fully manageable (root access 
and functionality) subscription account.
5.1.2. The CONTRACTOR must not have access to the subscription 
account.
5.1.3. The subscription account must not be part of any reseller 
accounts.
5.2. Performance
5.2.1. Smart Routing and Tiered Caching
5.2.2. Load Balancing
5.2.3. Image resizing
5.2.4. Automatic Platform Optimization
5.3. Security
5.3.1. Advance Certificate Manager
5.3.2. Access
5.3.3. Rate Limiting
5.4. Reliability
5.4.1. Additional page rules
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5.4.2. Tools for developers
5.4.3. Own registrar
5.5. Network Services
5.5.1. 130 TB and above of network capacity
5.5.2. Mitigate most DDoS attacks in less than 4 seconds
5.5.3. Native integration with Layer 7 services (CDN, WAF, Bot 
Management, etc.)
5.5.4. Supports for all IP services
5.6. Compliance
5.6.1. ISO 27001 certified
5.6.2. SOC 2 Type II, SOC 3 certified
5.6.3. PCI DSS 3.2 certified
5.7. Support
5.7.1. Email Support
5.7.2. Chat Support
5.7.3. Uptime SLA 100%
5.7.4. 24x7x365 emergency phone support
6. SCOPE OF WORK AND SERVICES

6.1. The CONTRACTOR shall provide a one (1) year subscription of 
CDN and DDoS mitigation tool and support services;

6.2. The CONTRACTOR shall provide one (1) subscription account;

6.3. The CONTRACTOR shall provide assistance in deploying and 
migrating the CDA.GOV.PH domain;
6.3.1. The CONTRACTOR should provide a post-migration report 
within fifteen (15) days after the successful deployment and 
migration;
6.4. The CONTRACTOR shall provide training in managing, 
deployment, and operation of the CDN and DDoS mitigation tool to 
ICTD personnel;
6.5. The CONTRACTOR shall provide/render technical support services 
twenty-four hours a day, seven days a week (24x7). Technical support 
can be delivered in the form of telephone calls, electronic mail, online, 
and/or on-site support;

6.5.1. The CONTRACTOR shall provide service and support coverage 
within one (1) year from the successful delivery and acceptance

6.6. The CONTRACTOR must turn over and provide the full 
functionality and management of the service account for security 
purposes;
7. ELIGIBILITY OF THE BIDDERS
7.1. The bidder/service provider must possess the following:
7.1.1. The Bidder should be in the IT business for 3 years
7.1.2. At least 3 years minimum experience dealing with government 
projects
7.1.3. 24 x 7 customer/technical support capability
8. DELIVERY PERIOD
8.1. Delivery must be completed 15 days prior to January 11, 2024, 
which marks the expiration of our current subscription.

Note: •Quoted price/s must be VAT inclusive.
          •Supplier must have a Land Bank of the Phil. Account.
          •Supplier must submit a sealed quotation.
          •Sealed quotation must be submitted together with the following requirements: Signature over Printed Name
            Company Profile, DTI/SEC Registration, Business/Mayor's Permit, BIR Registration,
            and PhilGEPS Certificate of Membership

Contact Numbers (Landline and/or
Canvasser Cellphone Nos.)/E-mail address



TERMS AND CONDITIONS

1.  Bidders shall provide correct and accurate information required in this form.
2.  Price quotations/s must be valid for a period of Thirty (30) calendar days from the date of submission.
3.  Price quotations, to be denominated in Philippine peso shall include all taxes.
4.  Quotations exceeding the Approved Budget for the Contract shall be rejected.
5.  Award of contract shall be made to the lowest quotation (for goods and infrastructure) or, the highest rated offer 
    (for consulting services) which complies with the minimum technical specifications and other terms and conditions
    stated herein.
6.  Any interlineations, erasures or overwriting shall be valid only if they are signed or initialed by you or any of your duly
    authorized representative/s.
7.  The items shall be delivered within _______ working days from receipt of Purchase/Job Order.
8.  The CDA-CO shall have the right to inspect and/or to test the goods
9.  Submit your sealed quotation by mail or through your messenger addressed to the Cooperative Development Authority,
      827 Aurora Blvd., Brgy. Immaculate Concepcion, Quezon City.
10. The Cooperative Development Authority reserves the right to accept or reject any or all quotations, waive any
     informality or technically therein and award to any firm whose proposal is deemed most advantageous to the
     government.


